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Development Bank of Kenya Limited, 
Finance House, 16th Floor, Loita Street, 
P.O. Box 30483- 00100, 
Nairobi, Kenya. 
REQUEST FOR QUOTATIONS FOR SUPPLY, INSTALLATION AND COMMISSIONING OF NEXT GEN DEVICES AT NAKURU 
BRANCH -TENDER NUMBER: DBK/RFQ/052/2024 

 
Quotation Addressed to   CHIEF EXECUTIVE OFFICER 

DEVELOPMENT BANK OF KENYA 
Date of Quotation  November 8, 2024 
Closing Date  1200hrs on Tuesday, 12th November 2024  
Contact Email: procurement@devbank.com 
Notes To Suppliers  Invited bidders are expected to inform the Bank by way of 

email to procurement@devbank.com in the event they have no 
intention to bid.  

Submission Address: Drop-Off sealed envelopes at the Tender Box located at the 
reception, 16th Floor, Finance House, Loita Street. 

https://supplier.treasury.go.ke/
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REQUEST FOR QUOTATIONS (RFQ) 

To:  ALL INVITED VENDORS 
               FROM:  

Development Bank of Kenya Limited, 
Finance House, 16th Floor, Loita Street, 
P.O. Box 30483- 00100, 
Nairobi, Kenya. 

RE:  REQUEST FOR QUOTATIONS FOR SUPPLY, INSTALLATION AND COMMISSIONING OF NEXT GEN DEVICES AT 
NAKURU BRANCH -TENDER NUMBER: DBK/RFQ/052/2024 

 
 

1. The Development Bank of Kenya Limited invites you to submit quotations for the supply, installation and 
commissioning of NextGen devices at Nakuru Branch as indicated in detail in "Table A. Schedule of 
Requirements and Specifications".  

2. The quotation shall follow the instructions and documents in this RFQ document and be in English.  

3. Tenderers may obtain further information during office hours between 0900 to 1500 at the address below. 

4. Quotations shall be submitted in accordance with the instruction in Part 1: Quotation Procedures and in a sealed 
envelope clearly indicating the name and address of the tenderer, the quotation name, and title and must reach 
the Procuring Entity at the address indicated below not later than November 12, 2024.  

5. Quotations can be delivered by registered mail, courier, or hand delivery at the tenderer's option.  

6. Late quotations shall be rejected. 

7. Enquiries regarding this quotation may be addressed to procurement through the Email: 
procurement@devbank.com  

8. Any resulting contract shall be subject to the terms and conditions detailed in Part 3: Contract. 

9. Please inform by email or express mail the undersigned within 24 hours of receipt of this RFQ if you will not be 
submitting a quotation. 

 
Address for Submission of Quotations. 

1) Name of Procuring Entity Development Bank of Kenya    

2) Mailing Address: (P.O. Box 30483- 00100, Nairobi, Kenya (Attention- Procurement). 

3) Physical address (Finance House, 16th Floor, Loita Street) 

4) Drop-Off: Drop sealed envelopes at the Tender Box located at the reception on 16th Floor, Finance House 

   
 

Yours sincerely, 
 

  Johnson Kiniti 
  Chief Executive Officer 
 
 
 
 

mailto:procurement@devbank.com
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PART 1: INSTRUCTIONS TO TENDERERS 

1. Tenderers are advised to read carefully these instructions and the Conditions of Contract in Part 3: Contract 
before preparing the quotation. The standard forms in this RFQ may be photocopied for completion, but the 
Tenderer is responsible for their accurate reproduction. The term Tenderer shall mean the firm or person invited 
to submit a quotation. The term Quotation herein shall mean the quotation submitted as usually understood in 
public procurement. 

2. Validity of Quotations: The quotation will be held valid for 60 days from the date of submission. 
3. The Quotation shall consist of completed Tables A, B, and C and the Form of Quotation, all indicated in Part 2 of 

this Request for Quotations, and documents to evidence Eligibility and Conformity to Technical Specifications. 
4. Sealing and Marking of Quotations: Quotations in one "one original" should be sealed in a single envelope, 

clearly marked with the Quotation Reference Number in the RFQ, the Tenderer's name and the name of the 
Procuring Entity. Envelopes should be sealed in such a manner that opening and resealing cannot be achieved 
undetected. 

5. Submission of Quotations: Quotations, and any alternatives, if allowed as per Item 11 below, should be 
submitted to the address above on or before the date and time indicated. All sealed bids must be received by the 
due date and time to be considered for this solicitation. Bids received after the bid opening date and time will 
be returned to the sender unopened and will not be considered under any circumstances. 
 

Date of Submission (deadline): Tuesday, November 12, 2024 

Time of Submission (deadline): 1200hrs (Kenya time). 

6. Late quotations will be rejected. 
7. Opening of Quotations: Quotations will be opened immediately after the closing date and time specified in item 5 

above by at least three appointed officials of the Bank. 
8. Tenderer Eligibility: Tenderer must submit Documentary evidence to show His/her eligibility to be awarded a 

contract to cover each of the following:  
i. Certificate of registration or incorporation 

ii. Form CR12 or Equivalent 
iii. Valid tax compliance certificate.  
iv. AGPO Certificate (where applicable).  
v. Provide datasheet for offered product 

vi. The Tenderer shall also complete the attached forms to confirm eligibility and non-existence of a 
conflict of interest in relation to this procurement requirement by signing the attached Forms. 

9. Invitation not transferable: This invitation is not transferable to other firms or individuals not so invited. 
10. Goods Eligibility: Tenderer must submit as evidence documents to show the country of origin of any goods to be 

supplied or incorporated in the work or services. 
11. Technical Specifications: Documentary evidence to show that the goods meet the technical specifications. 
12. Alternative Quotations: Tenderers are permitted to submit alternative quotations for goods/alternative 

technical solutions for specified parts of the Goods. Only the alternatives, if any, of the Tenderer with the winning 
quotation conforming to the basic technical requirements shall be considered by the Procuring Entity. 

13. Currency: Quotations shall be priced in Kenya Shillings. Quotations in other currencies will be rejected if not allowed. 
The Procuring Entity shall allow quotations in foreign currency. 

14. Evaluation of Quotations: The evaluation of quotations will be conducted using the procedure set out below: 
i) Preliminary examination to determine Tenderer eligibility:  

• Certificate of registration or incorporation 
• Form CR12 or Equivalent 
• Valid tax compliance certificate.  
• AGPO Certificate (where applicable).  
• Provide datasheet for offered product 
• The Tenderer shall also complete the attached forms to confirm eligibility and non-existence of 

a conflict of interest in relation to this procurement requirement by signing the attached Forms. 
ii) Technical examination to determine goods eligibility, compliance with technical specifications, and 
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commercial responsiveness.  
  Note:  
a. Bids that fail in the Preliminary evaluation shall not proceed to Technical Evaluation 
b. Bids will be evaluated on their responses to the conformity with the minimum requirements as 

described in the Schedule of Requirements and the documentation availed on the offered products. 
c. Quotations failing this stage will be rejected and not considered in the next stage. 

iii) Financial comparison of quotations to determine the lowest evaluated quotation. In case foreign currency is 
allowed, for comparison purposes only, foreign currency quotations will be converted to Kenya shillings 
using the exchange rates published by the Central Bank of Kenya on the day of submission of quotations. 

15. Lowest Evaluated Quotation:  
1) The lowest evaluated quotation shall be recommended for award of contract.  
2) Award of contract shall be by the placement of a Letter of Acceptance or Local Purchase Order in accordance 

with Part 3: Contract.  
3) The currency of award and payment shall be currency in which the quotation was submitted.  
4) Unsuccessful tenderers who responded will be notified of the accepted quotation, indicating the name and the 

amount of the accepted quotation.  
5) The Bank reserves the right to reject any and all bids and reserves the right to waive and/or reject a bid for any 

of the following reasons: informalities, nonconforming, non­responsive or conditional bids, bids showing any 
alterations of form or erasures or Irregularities of any kind, additional information not requested, incomplete 
bids, or bids not conforming with the instructions in any way.  

6) In the case of tied or identical bids, the Bank reserves the right to award the bid based on additional criteria.  
7) The bidder that meets the specifications and submits the lowest overall bid price will be awarded the bid by 

DBK, assuming the bid is determined to be complete and in compliance with the bid requirements. DBK has the 
right to delete terms or options from the bid contract documents and reserves the right to reject any and all 
bids and to waive irregularities in said bids. DBK may make multiple awards based on bid prices and 
corresponding items. The following is a non-inclusive list of criteria that may be used in award of the bid: 
a) Unit cost of the product 
b) Product specifications/ Scope of Services 
c) Warranties or standards of quality 
d) Capabilities to deliver product per delivery schedules. 

16. Right to Reject: The Procuring Entity reserves the right to accept or reject any quotation or to cancel the 
quotation process and reject all quotations at any time prior to contract award. 
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QUOTATION AND QUALIFICATION DOCUMENTS 

(i) SCHEDULE OF REQUIREMENTS TABLE 

(ii) FORM FOR DISCLOSURE OF INTEREST 

(iii) CERTIFICATE OF INDEPENDENT QUOTATION DETERMINATION 

(iv) SELF-DECLARATION FORM 
 

FORM OF QUOTATION [To be completed by Tenderer] 

 
 
 
 
 
 

1. We have examined and have no reservations to the Request for Quotation document and understand its full 
content and intent. 

2. In compliance with your request for quotations date November 8, 2024 referenced above, we offer to 
Supply goods to cover and conform to our pricing listed in the attached in Table B and at a total price of Kenya 
Shillings      (in words)    

OR in Foreign Currency (if allowed), Currency  amount  (in words)    
And that that the prices remain valid for 60 days.  

3. We confirm that we are eligible to participate in public procurement and meet the eligibility criteria specified in Part 1: 
INSTRUCTIONS TO TENDERERS. 

4. We also confirm that the goods to be supplied conform to the SCHEDULE OF REQUIREMENTS TABLE below 
and in conformity with technical specifications listed in PART 2: SCHEDULE OF REQUIREMENTS of this RFQ 
Document. 

5. We undertake to adhere by the Code of Ethical Conduct for Suppliers, Contractors and Service Providers, copy 
available from www.devbank.com during the procurement process and the execution of any resulting contract. 

6. We confirm that the prices quoted are fixed and firm for the duration of the validity period and performance of the 
contract and will not be subject to revision or variation. 

7. The validity period of our quotation is:  days from the time and date of the submission 
deadline (number to be same as in the instructions to Tenderers). 

8. We confirm we are not submitting any other Quotation as an individual or firm, and we are not participating in 
any other Quotation as a Joint Venture member or as a subcontractor. 

9. We, along with any of our subcontractors, suppliers, Engineer, manufacturers, or service providers for any part of 
the contract, are not subject to, and not controlled by any entity or individual that is subject to a temporary 
suspension or a debarment imposed by the Public Procurement Regulatory Authority or any other entity of the 
Government of Kenya, or any international organization. 

10. We hereby certify that we have taken steps to ensure that no person acting for us or on our behalf engages in any 
type of Fraud and Corruption. 

11. We hereby certify and confirm that the Quotation is genuine, non-collusive and made with the intention of 
accepting the contract if awarded. To this effect we have signed the "Certificate of Independent Quotation 
Determination" attached below. 

Quotation Addressed to (Procuring Entity)  
Date of Quotation  

 
Quotation Reference Number:  

 
Subject of Quotation  

 

http://www.devbank.com/
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12. We, the Tenderer, have completed fully and signed the FORM FOR DISCLOSURE OF INTEREST- interest of the 
firm in the Procuring Entity, attached below. 

 
The Delivery/Completion period offered is:   days from date of acceptance of Quotation. The 
warranty period offered is  weeks. 

Quotation Authorized by: 

Name and designation   

Signature:    
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i) SCHEDULE OF REQUIREMENTS TABLE 

 
REQUISITION No. RFQ DBK/RFQ/052/2024 
Kindly send us a quotation for the following items. Prices shall remain valid for the 60 days and shall be 
inclusive of all costs and taxes. 

 
 

 

NOTE. 
1. To be considered for this tender, all sealed bids must be received by due date and time. Bids received after bid 

opening date and time will not be considered under any circumstances. 
2. Unit Price: include everything INCLUSIVE of taxes. 

3. The Bank reserves the right to order additional quantities/scope than stated as approximate amounts after initial 
award based on Vendor's willingness to hold their bid price and mutually agreed-upon quantities and delivery dates. 

4. Awarded bidder's Form of Quotation and price sheet, as accepted by the Bank, will be incorporated as part of the 
purchase order or contract.  

5. Seller warrants that all articles will conform to applicable specifications, descriptions, and samples, and will be 
merchantable, of good workmanship and material and free from defect. Unless manufactured pursuant to detailed 
design furnished by purchaser, seller assumes design responsibility and warrants the articles to be free from design 
defect and suitable for the purpose intended by the purchaser.  

6. Seller's warranties together with its service guarantees shall run to purchaser and its users of the articles and shall 
not be deemed to be exclusive. Purchaser's inspection, approval, acceptance, use of or payment for all or any part of 
the articles shall in no way affect its warranty rights whether or not a breach of warranty has become or should have 
become evident at the time.  

7. Purchaser reserves the right to cancel any order where goods are not received within sixty days of the purchase order 
date, unless a longer or shorter delivery period is specified in the request for bids or on the face of the purchase order. 

On behalf of the Tenderer, I certify that the information given above is complete, current and accurate as at the date of 
submission. 

Full Name   

Title or Designation    

 

  )   
(Signature & Stamp) (Date

 
ITEM  BID PRICE 

BRAND AND 
MODEL 

PARTICULARS 

1.  Installation of NextGen devices as per 
schedule of requirements  

  

2.  Accessories and any other cost    
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ii)  FORM FOR DISCLOSURE OF INTEREST - Interest of the Firm in the Procuring Entity. 

i) Are there any person/persons in Development Bank of Kenya who has/have an interest or relationship in this 
firm? Yes/No……………………… 

If yes, provide details as follows. 
 Names of Person Designation in the 

Procuring Entity 
Interest or Relationship with 
Tenderer 

1    
ii) Conflict of interest disclosure 
 Type of Conflict Disclosure 

YES OR NO 
If YES provide details of the 
relationship with Tenderer 

1 Tenderer is directly or indirectly controls, is controlled 
by or is under common control with another tenderer. 

  

2 Tenderer receives or has received any direct or indirect 
subsidy from another tenderer. 

  

3 Tenderer has the same legal representative as another 
tenderer 

  

4 Quotation has a relationship with another tenderer, 
directly or through common third parties, that puts it in 
a position to influence the quotation of another tenderer 
or influence the decisions of the Procuring Entity 
regarding this quotation process. 

  

5 Any of the Tenderer's affiliates participated as a 
consultant in the preparation of the design or technical 
specifications of the works that are the subject of the 
quotation.  

  

6 Tenderer would be providing goods, works, non-
consulting services or consulting services during 
implementation of the contract specified in this 
Quotation Document.  

  

7 Tenderer has a close business or family relationship 
with a professional staff of the Procuring Entity who 
are directly or indirectly involved in the preparation of 
the Quotation document or specifications of the 
Contract, and/or the Quotation evaluation process of 
such contract. 

  

8 Tenderer has a close business or family relationship 
with a professional staff of the Procuring Entity who 
would be   involved in the implementation or 
supervision of the Contract.  

  

9 Has the conflict stemming from such relationship 
stated in item 7 and 8 above been resolved in a manner 
acceptable to the Procuring Entity throughout the 
quotation process and execution of the Contract? 

  

iii) Certification 

On behalf of the Tenderer, I certify that the information given above is complete, current and accurate as at the date of 
submission. 
Full Name   
Title or Designation   

  )   
(Signature) (Date)
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iv) CERTIFICATE OF INDEPENDENT QUOTATION DETERMINATION 
 

I, the undersigned, in submitting the accompanying Letter of quotation to the Development Bank of Kenya for: Request for 
Quotations for Supply, installation and Commissioning of NextGen devices at Nakuru Branch- Ref No: DBK/RFQ/052/2024 in 
response to the request for tenders made by:   
   
[Name of Tenderer] do hereby make the following statements that I certify to be true and complete in every respect: 

I certify, on behalf of    [Name of Tenderer] that: 

1. I have read and I understand the contents of this Certificate; 

2. I understand that the Tenderer will be disqualified if this Certificate is found not to be true and complete in every 
respect; 

3. I am the authorized representative of the Tenderer with authority to sign this Certificate, and to submit the 
quotation on behalf of the Tenderer; 

4. For the purposes of this Certificate and the quotation, I understand that the word "competitor" shall include any 
individual or organization, other than the Tenderer, whether or not affiliated with the Tenderer, who: 

a) has been requested to submit a quotation in response to this request for quotations; 

b) could potentially submit a quotation in response to this request for quotations based on their 
qualifications, abilities or experience; 

 
5. The Tenderer discloses that [check one of the following, as applicable]: 

a) The Tenderer has arrived at the quotation independently from, and without consultation, communication, 
agreement or arrangement with, any competitor; 

b) the Tenderer has entered into consultations, communications, agreements or arrangements with one or 
more competitors regarding this request for quotations, and the Tenderer discloses, in the attached 
document(s), complete details thereof, including the names of the competitors and the nature of, and 
reasons for, such consultations, communications, agreements or arrangements; 

6. In particular, without limiting the generality of paragraphs (5)(a) or (5)(b) above, there has been no consultation, 
communication, agreement or arrangement with any competitor regarding: 

a) prices; 

b) methods, factors or formulas used to calculate prices; 

c) the intention or decision to submit, or not to submit, a quotation; or 

d) the submission of a quotation which does not meet the specifications of the request for quotations; except 
as specifically disclosed pursuant to paragraph (5) (b) above; 

7. In addition, there has been no consultation, communication, agreement or arrangement with any competitor 
regarding the quality, quantity, specifications or delivery particulars of the works or services to which this request 
for tenders relates, except as specifically authorized by the procuring authority or as specifically disclosed 
pursuant to paragraph (5)(b) above; 

8. the terms of the quotation have not been, and will not be, knowingly disclosed by the Tenderer, directly or 
indirectly, to any competitor, prior to the date and time of the official quotation opening, or of the awarding of the 
Contract, whichever comes first, unless otherwise required by law or as specifically disclosed pursuant to 
paragraph (5)(b) above. 
Name  

Title  

Date  

[Name, title and signature of authorized agent of Tenderer and Date
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v) SELF-DECLARATION FORM 
 

We, the Tenderer       
Submitting our Quotation in respect of Quotation No DBK/RFQ/052/2024 for Request for Quotations for Supply, 
installation and Commissioning of NextGen devices at Nakuru Branch for the Development Bank of Kenya 

DECLARE AS FOLLOWS: 

That, We the Tenderer including any entity or individual that directly or indirectly controls, is controlled by or is under 
common control with us, and any subcontractors, suppliers, project managers, consultants, manufacturers, service 
providers, agents, individuals, or any other party involved or to be involved for any part of the processes of procurement 
and contract execution related to the above quotation: 

 
a) have not engaged/will not engage in any corrupt or fraudulent practices in the processes of procurement and 

contract execution related to the above quotation as defined and/or described in the following: 
 

i) the RFQ for the above Quotation; 
ii) Kenya's Public Procurement and Asset Disposal Act, 2015) and its attendant Regulations; 

 
iii) Kenya's Anti-Corruption and Economic Crimes Act, 2013; and 

 
iv) any such other Acts or Regulations of Government of Kenya; 

b) have not offered/will not offer any inducement to any member of the board, management, staff and/or employees 
and/or agents of the Development Bank of Kenya; 

c) have not engaged/will not engage in any collusive or corrosive practice with other tenderers participating in the 
subject quotation; 

d) have not been sanctioned or debarred by any entity from participation in public procurement proceedings of 
Kenya. 

That, what is deponed to herein above is true to the best of our knowledge, information and belief. 
 

Name of the Tenderer: .................................................................................................................................................... 

 [Insert complete name of tenderer signing the quotation] 

 
Name of the person duly authorized to sign the quotation on behalf of the Tenderer: ............................................. 
[Insert complete name of person duly authorized to sign the quotation] 

 
Title of the person signing the Quotation: .................... ……………………………………………………………………… 
 [Insert complete title of the person signing the quotation] 

 
Signature of the person named above: .................... ………………………………………………………………… 
[Insert signature of person whose name and capacity are shown above]
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PART 2: SCHEDULE OF REQUIREMENTS 

TABLE A. SCHEDULE OF REQUIREMENTS, TECHNICAL SPECIFICATIONS 
Tenderer to complete Column E Indicating YES or No, and if NO indicate the specification of the offered item] 
 

DESCRIPTION OF GOODS/SERVICES CONFORMITY WITH TECHNICAL 
SPECIFICATIONS 
To be filled by Tenderer 

B D 
General Requirements: 

Wireless Access Points 

1. Must be Wi-Fi 6E capable wireless access points. 

2. Must leverage the proposed firewall platforms as wireless 
controllers for low TCO. 

3. Must support integration with the proposed centralized management 
and reporting solutions. 

4. Fast Roaming for uninterrupted data access. 

5. Automatic Radio Resource Provisioning (ARRP) for optimized 
throughput. 

6. Layer 7 application control prioritizes business traffic. 

7. Rogue AP detection and mitigation to satisfy PCI DSS compliance. 

8. Must at least support Tri-Radio 2.4 GHz + 5 GHz + 5 GHz / 6 GHz / 
scanning with 4 Internal + 1 BLE/ ZigBee Internal antennas. 

9. Should support at least throughputs of up to 574 Mbps + 1201 Mbps 
+ 2402 Mbps. 

10. Should support at least 1 100/1000/2500 Base-T RJ45, 1 
10/100/1000 Base-T RJ45, 1x Type 3.0 USB, 1 RS-232 RJ45 Serial 
Port. 

11. Should support 1 x 802.3bt PoE default. 

12. Should support 2x2 MU-MIMO. 

13. Ceiling, T-Rail and wall mount kit should be included. 

14. WiFi Alliance Certified. 

15. The solution must support EAP-TLS, EAP-TTLS/MSCHAPv2, 
PEAPv0/EAPMSCHAPv2, PEAPv1/EAP-GTC, EAP-SIM, EAP-
AKA, EAP-FAST. 

16. The solution must support WPA™, WPA2™, and WPA3™ with 
802.1x or Preshared key, WEP, Web Captive Portal, MAC blocklist 
& allowlist. 

17. The solution must support 802.11a, 802.11b, 802.11d, 802.11e, 
802.11g, 802.11h, 802.11i, 802.11j, 802.11k, 802.11n, 802.11r, 
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802.11v, 802.11w, 802.11ac, 802.11ax, 802.1Q, 802.1X, 802.3ad, 
802.3af, 802.3at, 802.3az, 802.3bz standards. 

18. The solution must support Transmit Beam Forming (TxBF). 

19. The solution must support Low-Density Parity Check (LDPC) 
Encoding. 

20. The solution must support Maximum Likelihood Demodulation 
(MLD). 

21. The solution must support Maximum Ratio Combining (MRC). 

22. The solution must support A-MPDU and A-MSDU Packet 
Aggregation. 

23. The solution must support MIMO Power Save. 

24. The solution must support Short Guard Interval. 

25. Three Years OEM support with 24x7 comprehensive support for any 
part or device failure Replacement. 

Switches 

1. Brand and Model must be specified. 

2. The switch should support the complete STACK of IPv4 and IPv6 
services. 

3. Must leverage on the proposed firewalls for central management and 
administration. 

4. Rack mounting kit. 

5. Dual Power supply 230VAC should be included with all accessories 
and the power cord should be a rack PDU type connector. 

6. The switch should have a minimum of 24 X 10/100/1000 Mbps 
BASE_T (RJ-45) Ethernet PoE+ ports, 4X10G SFP+ Uplink ports. 

7. Each switch must be supplied with 2 x 10G SFP+ SR transceivers. 

8. The switch should support a switching capacity of 128 Gbps. 

9. The switch should support a Packet Forwarding Rate of 150 Mpps. 

10. The switch should have at least 1GB RAM. 

11. The switch should support at least 16000 Mac addresses. 

12. The switch should support Ethernet standards like IEEE 802.1p, 
IEEE 802.1Q, Flow control, Jumbo frame, 802.1D, 802.1w, 802.1s, 
802.1x, 802.3ad, private VLAN. 

13. The switch should support 4000 VLANs. 

14. The switch should support VLANs based on ports, MAC address, 
IP-Subnet based VLAN. 

15. The switch should support UDLD, LLDP. 

16. Spanning tree port fast and port fast guard for fast convergence. 
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17. The switch should support at least 8 ports per Link Aggregation 
Group. 

18. Support for Automatic negotiation of trunking protocol, to minimize 
the configuration & errors. 

19. The switch must support at least 1,000 ACLs. 

20. The switch must support Remote Authentication Dial-In User 
Service (RADIUS) and Terminal Access Controller Access-Control 
System (TACACS). 

21. The switch must support a Secure shell (SSHv2). 

22. The switch must support IEEE 802.1x for Authentication. 

23. The switch should support port level security to limit the maximum 
learnable MAC Address. 

24. The switch should support role-based user management such as 
limiting privileges for different users within the system. 

25. The switch should support Telnet, SSH, HTTPS, SNMPv3, IPFIX, 
configuration rollback feature for ease of management. 

26. The switch should support API Driven configuration. 

27. The switch should support port mirroring based on Inbound & 
outbound, mirroring based on ports, VLANs. 

28. The switch should support SNMP notification for dynamic change in 
MAC Table. 

29. The switches must be supported from the proposed firewall in an 
SD-Branch deployment. 

30. Switches need to be provided with all software licenses from day-1 
as per RFP specification. 

Firewall Technical Requirements 

1. Known brand/Model (with specific model of the vendor). 

2. The firewall policies must be functional and accessible with or 
without a security license. 

3. Threat Protection Thoughput (IMIX) ≥ 1 Gbps. 

4. Firewall Thoughput (UDP) ≥ 700,000. 

5. A minimum of 5x 1GE RJ45 ports. 

6. A minimum of 1 x 1GE SFP slots. 

7. VPN Thoughput ≥ 3 Gbps. 

8. Must support Bluetooth Low Energy (BLE). 

9. HA Supported Yes. 

10. The firewall must support IPv4, IPv6, static routes, Routing 
Information Protocol Versions 1 and 2 (RIP and RIPv2), Open 
Shortest Path First (OSPF), Border Gateway Protocol (BGP), BGP 
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SD-WAN appliance Reflector, Intermediate System-to-Intermediate 
System (IS-IS), Multicast Internet Group Management Protocol 
Version 3 (IGMPv3), Protocol Independent Multicast sparse mode 
(PIM SM), IKE, ACL, DHCP, DNS, RADIUS, SAML, TACACS, 
Layer 2 and Layer 3 VPN, IPSec, Bidirectional Forwarding 
Detection (BFD).    

11. The firewall must support the following tunneling protocols Generic 
routing encapsulation (GRE), Ethernet, 802.1q VLAN, Point-to-
Point Protocol (PPP). 

12. Must be supplied with 3 Years Web Filtering, Advanced Malware 
Protection, AI/ML Sandbox, DNS Security, Application Control, 
DLP, IoT Security & Compliance security license. 

13. Must support at least 8 managed switches. 

14. Must support at least 8 managed wireless access points. 

15. The SD-WAN appliance must be supplied with a rack-mounting tray 
where necessary. 

16. 3-year license & support contract with the vendor. 

Next-Generation Firewall (NGFW) Technical Requirements 

1. The proposed Firewall Must be abe to operate in “bridge mode” or 
"transparent mode” apart from the standard NAT/Routed mode. 

2. The Firewall must provide NAT functionality, including source, 
destination, static NAT, destination NAT, PAT, NAPT. 

3. The Firewall must support external RADIUS, LDAP, SAML and 
TACACS+ integration for User and Administrator Authentication 
use-cases. 

4. The Firewall must support both local and/or remote authentication at 
the policy level. 

5. The Firewall must support Zero Trust Network Access (ZTNA) 
framework for granting granular access to applications hosted in the 
data center. 

6. The Firewall must support advanced routing capabilities including 
Static routing, Internal Gateway (iBGP, OSPF v2/v3 , RIP v2), 
External Gateway(eBGP), BGP confederation, router reflectors, 
VRF, route redistribution, route leaking, summarization and route-
aggregation, route asymmetry. 

7. The Firewall must support flexible High Availability deployments 
including VRRP, Active/Active, Active/Passive and Clustering. 

8. The Firewall must support failover triggered by different factors 
including interface/link failure, high memory utilization, power loss 
or disk failure. 

9. The Firewall must support stateful failover for both Firewall and 
VPN sessions. 
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10. The Firewall must support DNS over TLS (DoT) and DNS over 
HTTPS (DoH) for secure DNS tunneling. 

11. The Firewall must support port mirroring and packet capture 
capabilities for advanced troubleshooting. 

12. The Firewall must support Web UI (HTTP/HTTPS) and CLI (Telnet 
/ SSH) based Management. 

13. The Firewall must support a customizable password policy 
enforcement with various settings such as character type, password 
reuse, minimum length etc. 

14. The Firewall must support APIs for flexible administration and 
orchestration. 

15. The Firewall must support both public and private SDN platform 
integrations for flexible policy deployment, East-West traffic 
inspection and automated response capabilities. 

16. The Firewall must support Cisco ACI integration. 

17. The Firewall must support SNMP v1/v2c and v3 c. 

18. The Firewall must support automation functionalities to triggers 
including syslog triggers, email notifications, quarantine, backup 
configuration, IP Ban, webhook notifications etc. 

19. The Firewall must support flexible role-based administration. 

20. The Firewall must provide a means for exporting the firewall rules 
set and configuration to a text file via Web or TFTP. 

21. The Firewall must support for Image upgrade via FTP, TFTP and 
WebUI. 

22. The Firewall must support system software rollback to the previous 
version after upgrade. 

23. The solution must support full ZTNA Application gateway 
functionality without depending on an cloud-based application 
gateway. 

24. The Firewall must be listed as a leader in the Gartner Magic Qudrant 
for Enterprise Firewalls. 

25. The supplier must avail a public security effectiveness test from a 
reputable validator of the proposed firewall conducted in the past 
two years. 

26. The Firewall must support flexible policy configurations to accept or 
deny traffic through the firewall. 

27. The Firewall must support an inbuilt Intrusion Prevention System 
(IPS) engine that supports over 14,500 active signatures. 

28. The Firewall must support an inbuilt Intrusion Prevention System 
(IPS) engine that supports different actions including allow, block, 
monitor, reset, quarantine amongst others. 
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29. The Firewall must support an inbuilt Intrusion Prevention System 
(IPS) engine that supports different filter attributes including 
Application, Severity, Target, Protocol, OS etc. 

30. The Firewall must support an inbuilt Intrusion Prevention System 
(IPS) engine that allows the creation of custom IPS signatures. 

31. The Firewall must use various scan levels to detect and block 
malicious CnC traffic. 

32. The Firewall must support an inbuilt Advanced Malware Protection 
engine that can mitigate zero-day threats. 

33. The Firewall must support an inbuilt Advanced Malware Protection 
engine that supports various actions in response to malicious files 
including block, monitor, quarantine, CDR etc. 

34. The Firewall must support an inbuilt Advanced Malware Protection 
engine that supports the use of external threat feeds. 

35. The firewall must support inline AI sandboxing capabilities to 
mitigate against zero-day threats within a short containment time. 

36. The Firewall must support an inbuilt Application Control engine 
with over 5,000 application signatures organized in simplified 
categories. 

37. The Firewall must support an inbuilt DNS Inspection engine to 
block DNS requests to CnCs. 

38. The Firewall must support Deep SSL Inspection capabilities with the 
ability to inspect TLS 1.3. 

39. Must support per session traffic steering. 

40. Must support bandwidth aggregation using per packet load 
balancing. 

41. Must support user defined SD-WAN SLAs. 

42. Must support user or user group identity 
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PART 3:  CONTRACT 
 
CONTRACT AGREEMENT 
 
(1) THIS CONTRACT AGREEMENT is made on  ………..day of …………….., 2024 
Between Development Bank of Kenya Limited and having its principal place of 
Business at 16th Floor, Finance House, Loita Street, P.O. Box 30483- 00100, Nairobi, Kenya. 
and  
____________________________________________________________ 
[Insert name of Supplier], and having its principal place of business at 
______________________________________________________________ 
[Insert address of Supplier]. 
 
(2) WHEREAS the Procuring Entity invited quotations for the Supply of Goods/Services described 
in Table B, i.e. Supply, installation and Commissioning of NextGen devices at Nakuru Branch and has 
accepted a Quotation by the Tenderer in the sum of 
_______________________________________________________________    
     [insert Contract Price in words and figures]  
(Hereinafter called "the Contract Price"). 
 
(3) NOW THIS AGREEMENT WITNESSED AS FOLLOWS: 
1. This Contract Agreement includes the following documents: 
(a) Table A.  SCHEDULE OF REQUIREMENTS AND TECHNICAL    SPECIFICATIONS 
(b) Table B.  QUOTATION SUBMISSION TABLE 
(c) FORM OF QUOTATION 
(d) Conditions of Contract 
2. In consideration of the payments to be made by the Procuring Entity to the Supplier as 
hereinafter mentioned, the Supplier hereby covenants with the Procuring Entity to provide the 
Goods/works/services and to remedy defects therein in conformity in all respects with the provisions 
of the Contract. 
3. The Procuring Entity hereby covenants to pay the Supplier in consideration of the provision of 
the Goods and the remedying of defects therein, the Contract Price or such other sum as may become 
payable under the provisions of the Contract at the times and in the manner prescribed by the Contract. 
(4) In WITNESS whereof the parties hereto have caused this Agreement to be executed in 
accordance with the laws of Kenya. 
For and on behalf of the Procuring Entity 
 
Signed:………………………………………………….Name:…………………………………………… 
in the capacity of Chief Executive Officer 
 
in the presence of ……………………………………..  Designation: ……………………………… 
 
For and on behalf of the Supplier/Contractor/Service Provider 
 
Signed: ……………………………………………………………………………………………………….. 
Name:…………………………………………………………………………………………….. 
in the capacity of …………………………………………………………………………………………… 
For and on behalf of ……………………………………………………………………………………….. 
in the presence of  
Signed:………………………………………………….Name:……………………………………………………….. 
[identification of official witness]. I.D. No: …………………………………….. 
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CONDITIONS OF CONTRACT 
 
1.        Language 

The Contract as well as all correspondence and documents relating to the Contract exchanged 
by the Supplier and the Procuring Entity, shall be written in the English Language. 

2. Eligibility 
The goods shall have the nationality of an eligible country. All Goods and Related Services to be 
supplied under the Contract shall have their origin in Eligible Countries.  

3.   Notices 
Any notice given by one party to the other pursuant to the Contract shall be in writing. 

4.   Governing Law 
The Contract shall be governed by and interpreted in accordance with the Laws of Kenya, unless 
otherwise specified hereunder. 

5.   Settlement of Disputes 
The Procuring Entity and the Supplier shall make every effort to resolve amicably by direct 
informal negotiation any disagreement or dispute arising between them under or in connection 
with the Contract. If the parties have failed to resolve their dispute or difference by such mutual 
consultation, either the Procuring Entity or the Supplier may give notice to the other party of its 
intention to commence arbitration. The dispute shall be referred to adjudication or arbitration in 
accordance with the laws of Kenya. 

6.   Supplier/Contractor/Service Provider Responsibilities 
The Supplier shall supply all the Goods included in the Schedule of Requirements. 

7.   Contract Price 
Prices charged by the Supplier under the Contract shall not vary from the prices quoted by the 
Supplier in its quotation. 

8.   Terms of Payment 
The Contract Price shall be paid One hundred (100) percent of the Contract Price for price of 
goods received upon submission of a claim/invoice  supported by the acceptance 
certificate issued by the Procuring Entity. 

9.   Inspections and Tests 
The Supplier shall at its own expense and at no cost to the Procuring Entity, carry out all such 
tests and/or inspections of the Goods, works or Services to confirm their conformity to 
technical specifications. 

10.   Warranty 
The Supplier warrants that all the Goods are new, unused, and of the most recent or current 

models and that they incorporate all recent improvements in design and materials unless 
provided otherwise in the contract. 

 

 


